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IFC’s Good Practice Handbook 
now available at

www.ifc.org/securityforces

IFC’S SECURITY FORCES HANDBOOK

http://www.ifc.org/securityforces


• Practical, project-level 
guidance 

• Focused on PS4 
implementation

• For IFC clients & other 
companies/consultants

• Downloadable tools

IFC’S SECURITY FORCES HANDBOOK

www.ifc.org/securityforces

http://www.ifc.org/securityforces


• Intro to IFC and the Performance Standards 

• Content of the handbook
 Risk assessment

Questions
 Private & public security, 

security mgmt. plan, assessing allegations

• Potential uses of the handbook
Questions

WEBINAR AGENDA

Questions

 Private & public security, 
security mgmt plan, assessing allegations

 Risk assessment

Questions



Intro to IFC and the Performance Standards 



Global development institution 
providing & mobilizing capital & 
knowledge to the private sector 
operating in developing countries

IFC



IFC

• 2000+ clients

• Across regions

• Across sectors

• Reaching beyond clients 
 international convergence on 

Environmental & Social (E&S) standards



IFC Performance Standards 

 IFC clients’ E&S responsibilities

 Strategic commitment to sustainable development

 Minimization & management of E&S risks & impacts

 Globally recognized benchmark for E&S risk 
management in the private sector 

 Apply to IFC’s investment and advisory projects

 May also be applied by other financial institutions

E&S STANDARDS



IFC PERFORMANCE STANDARDS

PS1: Assessment and 
Management of E&S 

Risks and Impacts

PS2: Labor and Working 
Conditions

PS3: Resource Efficiency 
and Pollution Prevention

PS5: Land Acquisition 
and Involuntary 

Resettlement

PS6: Biodiversity 
Conservation and 

Sustainable Management 
of Living Natural Resources

PS7: Indigenous Peoples PS8: Cultural Heritage

PS4: Community Health, 
Safety and Security



IFC PERFORMANCE STANDARD 4

PS4: Community Health, 
Safety and Security

para 1-4 Overview

para 5-10 Community Health and Safety

para 11 Emergency Preparedness

para 12-14 Security Personnel



PS4 REQUIREMENTS

PS4: Community Health, 
Safety and Security

• PS4 Para 12: Private Security
o Risk assessment

o Hiring and employment

o Conduct & use of force

o Training

o Grievance mechanism 

• PS4 Para 13: Public Security
o Risk assessment
o Seek to ensure appropriate actions

• PS4 Para 14: Allegations & incidents 
o Assess & address



PS4 REQUIREMENTS IN THE HANDBOOK

Security Forces Handbook

• PS4 Para 12: Private Security
o Risk assessment

o Hiring and employment

o Conduct & use of force

o Training

o Grievance mechanism 

• PS4 Para 13: Public Security
o Risk assessment
o Seek to ensure appropriate actions

• PS4 Para 14: Allegations & incidents 
o Assess & address

o Chapter 2 (risk assessment)
o Chapter 4 (managing relationship w/public security)

o Chapter 6 (assessing allegations/incidents)

o Chapter 2 (risk assessment)

o Chapter 3 (managing private security)

o Chapter 5 (security management plan)



PS4 REQUIREMENTS – QUICK REFERENCE



Content of the handbook



CHAPTER 2: RISK ASSESSMENT



RISK ASSESSMENT

“You can’t manage what you don’t know”



Project example:

• High-risk context, high-risk sector

• No previous PS4 assessment of 
security risks

• Complicated political situation 
municipal authorities threatening to 
take project “by force”

RISK ASSESSMENT

• Complicated political situation 
authorities threatening to take 
project “by force”



10 Questions All Companies Should Answer

RISK ASSESSMENT



SECURITY RISK ASSESSMENT



SAMPLE SRA & HEAT MAP



COMPANY EXAMPLE OF SRA



COMPANY EXAMPLE OF SRA



CHAPTER 3: PRIVATE SECURITY



PRIVATE SECURITY

Private security within company’s control     

Areas to

Consider:



PRIVATE SECURITY

Private security within company’s control     

• Contract is key
o Background checks & hiring

o Expectations for conduct & use of force 

o Training 

o Supervision

o Background checks & hiring

o Expectations for conduct & use of force

o Grievance mechanism  

o Training 

o Supervision



CHAPTER 4: PUBLIC SECURITY



PUBLIC SECURITY

Public security  reporting line outside company

• Risk assessment



PUBLIC SECURITY

Public security  reporting line outside company

• Risk assessment

• Engagement efforts (and documentation 
of efforts)



PUBLIC SECURITY

Topics for Engagement with 
Public Security Forces5 Questions to Address 

Public Security Risks

Public security  reporting line outside company



PUBLIC SECURITY

Public security  reporting line outside company

• Relationship is key
o Engagement 

o Deployment

o Training

o Equipment 

o Use of Force



CHAPTER 5: SECURITY MANAGEMENT PLAN



SECURITY MANAGEMENT PLAN

Elements of an SMP



SECURITY MANAGEMENT PLAN

• Mitigation measures correspond to 
identified risks
 To company 

 To community and employees

• SMP as part of E&S Management System 
 Stand-alone or integrated 

into broader mgmt plans



CHAPTER 6: ASSESSING ALLEGATIONS



ASSESSING ALLEGATIONS OR INCIDENTS

Key Steps in Assessing Security-Related 
Allegations or Incidents



ASSESSING ALLEGATIONS OR INCIDENTS

Lessons learned:

• Difficult to reconstruct circumstances long 
after an incident

• Establish basic protocols in advance 

oRecord and document

oAssess and inquire

oMonitor and communicate

• Community engagement is key

• Take corrective action to avoid recurrence



TOOLS AND TEMPLATES

• PDF in Handbook + Word doc downloads

• Additional guidance

• Ready-to-use templates

• Drafting an SMP

• Further Resources

• RFP for SRA/SMP

• Contract w/ Private Security Provider

• Incident Report

• MoU

“insert logo here”



Potential uses of the handbook



HOW TO USE?

Read cover 
to cover

Reference 
relevant 

chapter(s)

Focus on risk 
assessment

Review 
recommend-

ations for 
lower-risk 
contexts

Focus on the 
graphics to 
ensure the 

basics

Use 
templates as 

needed



www.ifc.org/securityforces

asksustainability@ifc.org

THANK YOU!

http://www.ifc.org/securityforces
mailto:asksustainability@ifc.org

