Chief Compliance Officer:
 Role and Responsibility Assessment Tool

Part of the IFC’s Advanced Methodology for Financial Institutions
	
	Acceptable
	Better
	Desirable
	Best Practice

	I. Personal Qualifications 
	1. Integrity – understands Duties of Loyalty and Care.

2. Communication skills.

3. Honest and ethical.
	1. Same.

2. Same.

3. Same.
	1. Same.
2. Same.

3. Same.
	1. Same.
2. Same.
3. Same.

	II. General Knowledge and Professional Skills
	1. General familiarity with laws and regulations governing financial institutions.

2. General familiarity with laws and regulations governing all companies (and, if the Bank public, regulations and laws covering public companies).

3. Has basic knowledge of and is generally familiar with anti-money laundering/combating the financing of terrorism (AML/CFT). Ensures that quality people are in charge of and systems in place for compliance with AML/CFT.
	1. Same, and minimum of two years experience in related financial institution and in the area of compliance, with proficient knowledge of relevant jurisdiction’s laws and regulations.

2. Same.

3. Hut has an in-depth knowledge of AML/CFT requirements.
	1. Same, and ability to guide and direct in the technical areas of Bank operations and lending compliance.
2. Same. 

3. Same.

4. Technical proficiency in financial crime prevention and detection.
	1. Same.

2. Same.

3. Same.
4. Same.

5. Knowledge of compliance law and regulation in leading jurisdictions.

	III. Appointment
	1. Appointed by CEO, CFO, CRO, or General Counsel. 
	1. Same. 

2. The Board is informed of the appointment.
	1. Same.
2. Same.
	1. Same.
2. Same.

	IV. Reporting Line and Accountability
	1. Independent of any business line, so as to avoid conflicts of interest. 

2. Reports to senior level official (defined as a maximum of two steps removed from CEO).
	1. Same.
2. Same, and has unrestricted access to CEO and CFO.
	1. Same.
2. Same, or to management committee or executive committee.
	1. Same.
2. Same.

	V. Reporting
	1. Reports to CEO and Board on all whistle blowing instances. 

2. Reports findings of ongoing monitoring of activities and operations compliance to the Board.

3. Provides summary data on compliance issues to Board, as needed, but at least annually.
	1. Same.

2. Same.

3. Same.
	1. Same.

2. Same.

3. Same, and assists senior management and Board in drafting compliance report for inclusion in Bank’s annual report. 

4. Ability to raise concerns to the Board or appropriate Board Committees.
	1. Same.

2. Same.

3. Same.

4. Same.

	VI. Resources
	1. Adequate time (if not such employee’s sole role) to fulfill CCO role.
2. Ensures that compliance function has adequate expertise and resources to fulfill its responsibilities 

3. Ability to contract appropriate external assistance.

4. Resources adequate to meet regulatory requirements.
	1. Compliance is such employee’s sole responsibility. 

2. Same. 

3. Same.

4. Same. 

5. Appropriate access to necessary infrastructure support, such as IT.
6. Ensures that ongoing training is provided to all relevant staff.
	1. Same

2. Same.

3. Same.

4. Same.

5. Same.

6. Same.
	1. Same.
2. Same.
3. Same.

4. Same.

5. Same.

6. Same, and appropriate training broadly throughout the Bank.


	VII. Responsibility - Policy
	1. Responsible for developing compliance (and security) programs for the Bank and subsidiaries, consistent with law and regulation.
	1. Same.

	1. Same.
2. Recommends enhancements to Bank’s security controls following periodic assessments.
	1. Same.
2. Same.
3. Assess organization’s compliance culture and design training programs to address gaps.

	VIII. Responsibility - Implementation
	1. Ensures compliance with applicable domestic market law and regulation.
2. Ensures compliance with AML/CFT requirements. In particular, the CCO is responsible for account activity reviews and investigations so as to identify unusual and suspicious patterns (increasingly involves detection software).
3. Ensures compliance with the Bank’s internal policies. In particular, the CCO is responsible for knowing what these are and that compliance with the policies is adequately documented.

4. Ensures compliance with ethics policy and that the whistle-blowing procedures are implemented.

5. Responds to regulatory findings, deficiencies and violations, in conjunction with the Chief of Internal Audit.
6. Monitors resolutions of consumer complaints.
7. Oversees fraud investigations involving customer accounts, recovery of funds, and coordinates investigatory efforts with appropriate resources and outside investigatory/enforcement officials.
8. Conducts internal investigations involving employee activities in violation of Bank policy or regulation. 
9. Responsible for maintaining effective written compliance and security programs.

10. Oversees records retention program with appropriate attention to safeguarding customer privacy.

	1. Same.
2. Same.
3. Same.
4. Same.
5. Same.
6. Same.
7. Same.
8. Same. 

9. Same, and for disseminating the policies as needed throughout the Bank.
10. Same.
11. Reviews new products and services (and marketing materials) to ensure compliance with applicable rules, regulations and regulatory policies.
12. Ensures the adequacy and effectiveness of the compliance and security training programs, including employee and officer training for AML/CFT policies.
13. Creates comprehensive listing of related parties, as required by law.
	1. Same.
2. Same.
3. Same.
4. Same.
5. Same.
6. Same.
7. Same.
8. Same.
9. Same.
10. Same.
11. Same.
12. Same.
13. Same.

14. Establishes close working relationship with Chief Information Officer (CIO) to leverage technology to monitor compliance issues and initiatives, and to manage records.  
15. Monitors pending regulatory changes and prepares for compliance with them.  
16. Ensures dissemination of regulatory updates and periodic compliance changes to appropriate business units, control units, CEO and Board.
17. Ensures written code of ethics periodically disseminated to employees and acknowledged.
	1. Same.
2. Same.
3. Same.
4. Same.
5. Same.
6. Same.
7. Same.
8. Same.
9. Same.
10. Same.
11. Same.
12. Same.
13. Same.
14. Same.
15. Same.
16. Same.
17. Same.

18. Establishes an enterprise- wide risk management framework for all companies in the group and at all levels consistent with requirements of COSO II (in co-ordination with risk management and internal audit).
19. Monitors and tests new compliance technologies and procedures such as intelligent transaction monitoring systems.


Davit Karapetyan
N:\CCGCP\IFC CGEM Methodology\Bank Governance\Bank Governance Tools Project\Phase II\final\TOR for CCO.doc
08/30/2006 11:31:00 AM
� 	Depending on the institution, some functions of the Chief Compliance Officer (CCO) may be allocated to the Chief Risk Officer (CRO), Chief Financial Officer (CFO), and others, as well as the CCO. The main responsibility of the CCO is to focus on mechanisms and processes to implement policies of the Bank and ensure that the institution complies with all the relevant laws and regulations. In all cases, the relevant functions should be coordinated so that no gaps are left.


� 	Prepared by Sinclair Capital, a G3 affiliate.


� 	“Same” indicates that the recommendation of the identical number in the column immediately to the left is carried over into the column.  Should the recommendation be only partially identical, any differences are italicized.


� 	Generally, CCO’s have a minimum of 2-5 years related experience for smaller financial institutions, and a minimum of 6 years related experience at larger, more complex financial institutions functioning in multiple jurisdictions and having multiple business lines.


� 	May be responsibility of General Counsel
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